Computers, Privacy and Crime 


T^HE ADVANCE of computer technology also advances 
-*• a potential threat to the right of individual privacy. 
The same computer technology that makes possible the 
storage and dissemination of information on a vast 
number of medical disorders, for example, can also dis- 
gorge hundreds of unrelated— and possibly unreliable 
—snippets of data about millions of citizens. This ma- 
terial can then be used to a citizen’s detriment, and 
often is, without his knowledge. It is for this reason 
that we are discouraged by the recent decision of Dep- 
uty Attorney General Laurence H. Silberman to permit 
the FBI to advance its centralized control of the storage 
and distribution of individual arrest information. 

As matters now stand^ the states have a grant from 
the Law Enforcement Assistance Administration to op- 
erate a system by which they can trade arrest informa- 
tion among themselves. That system called NLETS, 
would be replaced by an FBI ‘‘message switching" sys-' 
tem that would have the states go through the FBI to 
reach each other for arrest information. The new system 
would be an addition to the FBI’s National Crime 
Information Center. 

The argument of Justice and the FBI for such a sys- 
tem is that it would be far more efficient than the sys- 
tem the states operate among themselves and would 
spare the states the expense of the computer system 
they now operate. On its face, that argument makes 
some sense. But it overlooks a number of troublesome 
questions concerning crime data, privacy and the role of 
the federal government in local law enforcement. These 
are questions, we think, that should have been resolved 
before the Department of Justice acted as it did. 

The focal point for grappling with those questions 
is" a piece of legislation before Sen. Sam Ervin’s Con- 
stitutional Rights Subcommittee of the Judiciary Com- 
mittee. Sen. Ervin and Sen. Roman Hruska, the Ne- 
braska Republican, have been attempting (without any 
noticeable success) to get the Justice Department and 
FBI to agree to some form of legislative safeguard 
against the misuse of computerized arrest information. 
At a minimum they want to have established some basic 


standards for how such information is handled and 
distributed, especially in relation to the question of 
who should have access to it. The two senators have 
also proposed the creation of a citizen’s board, ap- 
pointed by the President with the approval of the 
Senate, to look into some of the long-range problems 
and oversee the computerization of crime information. 

Before permitting the FBI to get further into the 
computer crime information business, the Justice De- 
partment would have been well advised to assist the 
Senate in shaping that legislation. Not long ago, At- 
torney General Saxbe, while expressing his dismay at 
the rise in the national crime rate, warned against the 
prospect of creating a national police force in response. 
Yet only weeks later, his deputy approved this program 
which has a very strong implication of moving in that 
direction. As much was said in criticism, in fact, by 
John M. Eger, acting director of the White House Of- 
fice of Telecommunications Policy. Mr. Eger said he did 
not like the idea of any federal agency supervising the 
routing of crime information between states and locali- 
ties. He properly warned against "an undesirable shift 
in the delicate balance between federal and nonfederal 
law enforcement agencies.’’ And he told Mr. Saxbe the 
FBI program should not be put into effect without the 
passage of the privacy legislation. 

/ Not everything that is efficient is necessarily desir- 
able. When FBI Director Kelley appeared be- 
fore Sen. Ervin to defend the FBI message switching 
concept on grounds of efficiency, Mr. Ervin said: “For 
one man to have control of crime might be more ef- 
ficient. But this country was not based on the idea of 
efficiency so much. It was based on the idea of power 
diffused." 

Since the authors of the Constitution did not antici- 
pate the computer, it must be accommodated throu gh 
the kind of thoughtful legislation Sens. Ervin and 
Hruska have been trying to frame. Instead of jumping 
ahead with more computerization, the Justice Depart- 
ment should help to see that legislation shaped into 
workable law. 








